Data Flow Overview for IT

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE ‘/// Uplevel



Architecture

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE ‘///



Uplevel Data Flow

A
' Version
O u Control

—>

K

Customer hosted and managed (Uplevel

team cannot access)

CONNECTOR HUB

—> Redaction —ﬁl— —— = = = = P>oatapr
Raw input

Sanitized
output

Connector hub admin interface

SSH Admin Ul:
PEM key and / Okta Uplevel Okta

: Client admin

SECURE VPC

Uplevel (AWS)

SSH

l WEB APP
|

|

|

| > 0///

|

I Dashboard
|

|

|

Uplevel data
science

Client
end-users

UPLEVEL CONFIDENTIAL ¢ DO NOT SHARE



Scalable Model Built for Enterprise Grade Privacy and Security

9:49 AM jori QQ
since Justin is in Gusto - do we pay him based on the hours he enters there? 9:49am: Jori sent Joe 138 3 int ted f
invoice li oe was 1nterrupte or
or does he need to send me an invoice like other contractors? characters p .
9:54 AM joe no, he requested (and it's fine) to use gusto to enter his hours and then we —J > —J an average of 28 minutes
(gusto) pays him and deals with taxes and everytihng. Walker does the same [ . [ >
thing for refeence. Y 9:54am: Joe sent Jori 285 w7 per day for the past
some others prefer to send invoices. Just all depends on what the characters month
o.. contractor prefers and has setup on their side O.. 0..
.°.<:> Qe Qe
° 0c 0c
Raw Input (Uplevel team does not have Data redacted within the Computed to insight shown
access). Connector Hub. Sanitized output on Uplevel dashboards.

is sent to Uplevel.

Clear communication of positive intent with Customer controls all raw data, Uplevel never
exec support has access

Everyone sees their data, rollups are public or SOC 2 Type 2 certified
aggregated trends
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Getting started

Uplevel Gonnector Server

Docker e Docker Compose

Connector Hub Setup

Uplevel can provide documentation &
support for configuring the connectors
on-prem. (Cloudformation on AWS or
other): https://uplevel.team/

Video or chat support for IT setup, is
available, as well as 1 day response via
support@uplevelteam.com

Microsoft Calendar Events

Test Run

Connectors can be run to generate

output without uploading to Uplevel.
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Review & Audit

Output files are JSON, and are
human readable / searchable.
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