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1. Project Overview

On July 6 2021, Yappo Security LLC ("Yappo") received an invitation from Uplevel to submit

an offer to perform the following tests in their AWS environment.

● Comprehensive Perimeter Penetration Test

● Targeted Internal Penetration Test

Yappo proposed to provide its penetration testing service to evaluate the security posture of

the Uplevel environment and suggest potential improvements. To complete the tasks

outlined, Yappo provided suitably capable consultants along with necessary tools to perform

the assessment.

In terms of methodology, the approach followed during this test was a classic gray-box test.

Even though no source code was provided and the testers attempted to emulate real-world

attackers as closely as possible, a user account was provided by the Uplevel team to perform

authenticated tests.

The scope of this project was defined as the following:

Comprehensive Perimeter Penetration Test - Scope

VPC Type Address

Main Dashboard
Hostname

dashboard.uplevelteam.com
(client-dash-elb-123619061.us-west-2.elb.amazonaws.com)

IP 52.40.13.79

IP 54.188.31.148

Blue Service

Hostname
blue.uplevelteam.com

(uplevel-blue-2045260841.us-west-2.elb.amazonaws.com)

Hostname
tableau.uplevelteam.com

(tableau-lb-154327246.us-west-2.elb.amazonaws.com)

IP 34.219.201.134

IP 34.217.105.103

IP 44.241.163.242

IP 34.219.229.77
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FARS Hostname
fars.uplevelteam.com

(fars-telemetry-1521713869.us-west-2.elb.amazonaws.com)

IP 54.190.140.14

Vault Hostname
vault.uplevelteam.com

(vault-uplevel-elb-25174872.us-west-2.elb.amazonaws.com)

IP 34.212.93.145

Nexus Hostname
nexus.uplevelteam.com

(nexus-repo-2031515861.us-east-1.elb.amazonaws.com)

IP 3.80.155.0

Teamcity Server Hostname
cicd.uleveltc.com

(uplev-Publi-AR19XRAPJYAC-455806541.us-east-1.elb.amazonaws.com)

IP 54.205.228.147

Teamcity Bastion IP 34.230.15.118

Multiverse Bastion IP 35.160.177.210

Rogue Bastion IP 54.187.88.50

Aurora Bastion IP 35.160.138.125

Pipeline Producer
IP 52.41.91.27

IP 34.215.16.187

Pipeline Consumer IP 34.218.205.70

Targeted Internal Penetration Test - Scope

VPC Type Address

Blue Service VPC -
vpc-07826529331266621

IP
10.0.2.14

(ip-10-0-2-14.us-west-2.compute.internal)

IP
10.0.0.92

(ip-10-0-0-92.us-west-2.compute.internal)

IP
10.0.2.4

(ip-10-0-2-4.us-west-2.compute.internal)

IP
10.0.1.198

(ip-10-0-1-198.us-west-2.compute.internal)

IP
10.0.1.129

(ip-10-0-1-129.us-west-2.compute.internal)

IP
10.0.1.47

(ip-10-0-1-47.us-west-2.compute.internal)

IP 10.0.1.100
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(ip-10-0-1-100.us-west-2.compute.internal)

IP
10.0.1.208

(ip-10-0-1-208.us-west-2.compute.internal)

IP
10.0.2.7

(ip-10-0-2-7.us-west-2.compute.internal)

IP
10.0.0.2

(ip-10-0-0-2.us-west-2.compute.internal)

IP
10.0.0.74

(ip-10-0-0-74.us-west-2.compute.internal)

IP
10.0.0.237

(ip-10-0-0-237.us-west-2.compute.internal)

IP
10.0.2.5

(ip-10-0-2-5.us-west-2.compute.internal)

IP
10.0.2.11

(ip-10-0-2-11.us-west-2.compute.internal)

IP
10.0.2.12

(ip-10-0-2-12.us-west-2.compute.internal)

IP
10.0.3.7

(ip-10-0-3-7.us-west-2.compute.internal)
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2. Execute Summary

This report documents the results of a gray-box penetration test against the Uplevel AWS

environment. To begin with the scope and resources, it should be noted that the Uplevel’s

AWS cloud environment was the main test target for this assessment. Two of our members

comprised a testing team, working for a total of ten days.

Although twenty-four assets were initially defined in the scope of the perimeter penetration

test, their efforts explicitly focused on a total of eight different domains that have active

services accessible from the internet. Yappo was unable to bypass authentication

mechanisms to gain unauthorized access. As the majority of public-facing applications are

related to web applications, we have executed several tests that include but are not limited

to ‘OWASP Top Ten’ and ‘CWE Top 25 Most Dangerous Software Errors’, internationally

recognized standards in the industry. The tested web applications are in a particularly good

shape as no classic web application problems like cross-site scripting or SQL injections were

spotted.

Regarding the targeted internal penetration test, most assets in scope have restrictive

firewall rule sets. Our team was able to analyze only seven internal assets with services

accessible from the internal network. Our team also conducted specific tests related to AWS

EC2 instances and did not identify any weaknesses.

On October 10, 2021 our testers conclude that the majority of security mechanisms

implemented on the different platforms seems to hold up to security best practices. Our

testers did not detect high / medium severity findings, making the general impression

elevated. The overall summary of vulnerabilities is shown below:

ID Vulnerability Severity Remediation
Status

UPL-001 Request URL override Low Pending
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3. Methodology

The overall objective of our penetration tests is to bypass security controls established for

the client systems, networks and applications in order to obtain access that would be

otherwise unavailable to an unauthorized user. No attempts are made to hide or otherwise

obscure scans or attacks, as it is out of scope for this test. The overall methodology applied is

based upon the standards established in NIST Special Publication 800-115.

There are three phases to the Penetration Test, listed in order of execution:

Phase 1: Information Gathering & Reconnaissance

When applicable, public registries and similar web resources are searched for client specific

information. Client DNS servers are queried in order to obtain further information regarding

their network. Port scanning and banner identification is executed to determine running

services and listening ports. The result of this leads to a general network map of discovered

hosts and suspicioned network paths or routes.

Phase 2: Vulnerability Scanning & Enumeration

Systems, network devices, and applications are tested for the presence of known

vulnerabilities. The parameters of the vulnerability scan are based on the OWASP top ten,

and SANS top 25 published vulnerabilities. Testing is mainly executed from Burp Suite, but

can be executed from a variety of tools, taking advantage of public and private tester
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knowledge, common attack vectors, and application-level scanning. Vulnerabilities found, or

suspected of existing, are reported and verified in the next phase. The Common

Vulnerability Scoring System (CVSS) is utilized to determine the overall risk of vulnerabilities

should they be identified.

Phase 3: Exploitation

Vulnerabilities discovered are verified in this phase, utilizing exploits from closed and

open-source tools, proof of concepts, or varying other forms exploits may take. Following

successful validation and documentation, no attempt is made to establish a foothold; that is,

no user privileges are escalated, no rootkits are installed, etc. Such activity is out of scope for

this test and not required to validate the presence of the vulnerability. However,

configuration file content would be accessed in order to prove that access was obtained.
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4. Limitations

The penetration test was conducted with the consent of the product owner and all relevant

staff members were informed before and during each stage.

Testing was limited to a finite amount of time. At the time of assessment, and for the

duration of the assessment, actions were taken to penetrate systems and networking

components surrounding the listed in-scope assets. Even failed exploitation attempts may

prove successful if executed by a dedicated attacker or team of attackers over a longer

length of time.

Testing did not include any social engineering of personnel responsible for the listed

in-scope IP addresses.

Testing did not include any malicious attempts crafted in such a way to destroy or remove

content, data, or other information from any in-scope assets.
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5. Reconnaissance

Yappo performed a full network scan against the assets validated in the scope. Most of these

assets appear to have restrictive firewall rule sets, therefore, even if they are live hosts, their

services are not accessible from our source addresses.

The overall summary of identified services is shown below:

External

IP address / Hostname Protocol & Port Service

34.219.229.77 TCP/22 SSH

blue.uplevelteam.com TCP/80 HTTP

blue.uplevelteam.com TCP/443 HTTPS

cicd.uleveltc.com TCP/80 HTTP

cicd.uleveltc.com TCP/443 HTTPS

dashboard.uplevelteam.com TCP/80 HTTP

dashboard.uplevelteam.com TCP/443 HTTPS

fars.uplevelteam.com TCP/80 HTTP

fars.uplevelteam.com TCP/443 HTTPS

nexus.uplevelteam.com TCP/443 HTTPS

tableau.uplevelteam.com TCP/443 HTTPS

vault.uplevelteam.com TCP/443 HTTPS

Internal

IP address / Hostname Protocol & Port Service

10.0.2.4 (ip-10-0-2-4.us-west-2.compute.internal) TCP/22 SSH

10.0.0.2 (ip-10-0-0-2.us-west-2.compute.internal) TCP/53 DNS

10.0.0.74 (ip-10-0-0-74.us-west-2.compute.internal) TCP/80 HTTP

10.0.0.74 (ip-10-0-0-74.us-west-2.compute.internal) TCP/443 HTTPS

10.0.0.237 (ip-10-0-0-237.us-west-2.compute.internal) TCP/443 HTTPS

10.0.2.5 (ip-10-0-2-5.us-west-2.compute.internal) TCP/443 HTTPS

10.0.2.11 (ip-10-0-2-11.us-west-2.compute.internal) TCP/80 HTTP

10.0.2.11 (ip-10-0-2-11.us-west-2.compute.internal) TCP/443 HTTPS

10.0.3.7 (ip-10-0-3-7.us-west-2.compute.internal) TCP/443 HTTPS
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6. Vulnerability Details

The following sections list both vulnerabilities and implementation issues spotted during the

testing period. Note that findings are listed by their degree of severity and impact. The

aforementioned severity rank is simply given in brackets following the title heading for each

vulnerability. Each vulnerability is additionally given a unique identifier (e.g. UPL-001) for the

purpose of facilitating any future follow-up correspondence.

UPL-001: Request URL override (Low)

Status: Pending.

Affected assets:

● nexus.uplevelteam.com (External scope)

Description:

Some applications and frameworks support HTTP headers that can be used to override parts

of the request URL, potentially affecting the routing and processing of the request. This

application supports the use of a custom HTTP header (X-Forwarded-Host) to override the

Host header. The following header was added to one of our tests:

X-Forwarded-Host: yappo.net

The value of this header was reflected in the response, showing that the injected header

was processed.

Steps to reproduce:

· Execute the following curl command.

curl -i -s -k -X $'GET' \
-H $'Host: nexus.uplevelteam.com' -H $'Accept-Encoding: gzip, deflate' -H $'Accept: */*' -H

$'Accept-Language: en-US,en-GB;q=0.9,en;q=0.8' -H $'User-Agent: Mozilla/5.0 (Windows NT 10.0;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36' -H
$'Connection: close' -H $'Cache-Control: max-age=0' -H $'X-Forwarded-Host: yappo.net' \

$'https://nexus.uplevelteam.com/'
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· The following HTTP transaction will be performed.

HTTP request:

GET / HTTP/1.1
Host: nexus.uplevelteam.com
Accept-Encoding: gzip, deflate
Accept: */*
Accept-Language: en-US,en-GB;q=0.9,en;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212
Safari/537.36
Connection: close
Cache-Control: max-age=0
X-Forwarded-Host: yappo.net

HTTP response (sample):

<link rel="icon" type="image/png" href="https://yappo.net/static/rapture/resources/favicon-32x32.png?_v=3.30.1-01&_e=OSS"
sizes="32x32">
<link rel="mask-icon" href="https://yappo.net/static/rapture/resources/safari-pinned-tab.svg?_v=3.30.1-01&_e=OSS"

color="#5bbad5">
<link rel="icon" type="image/png" href="https://yappo.net/static/rapture/resources/favicon-16x16.png?_v=3.30.1-01&_e=OSS"

sizes="16x16">
<link rel="shortcut icon" href="https://yappo.net/static/rapture/resources/favicon.ico?_v=3.30.1-01&_e=OSS">
<meta name="msapplication-TileImage"

content="https://yappo.net/static/rapture/resources/mstile-144x144.png?_v=3.30.1-01&_e=OSS">
<meta name="msapplication-TileColor" content="#00a300">

<link rel="stylesheet" type="text/css"
href="https://yappo.net/static/rapture/resources/loading-prod.css?_v=3.30.1-01&_e=OSS">

<link rel="stylesheet" type="text/css"
href="https://yappo.net/static/rapture/resources/baseapp-prod.css?_v=3.30.1-01&_e=OSS">

Example of actual HTTP transaction performed.

Confidential | Penetration Test Report

Version: 1.0 11



7. Recommendations

We recommend the following steps be undertaken to address the pending findings of this

engagement:

1. Locate the component that processes the affected header (X-Forwarded-Host), and

disable it entirely. An alternative workaround is to configure an intermediate system

to automatically strip the affected header before it is processed.
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